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Who I am?

Current

Senior Solutions - Kentik

Past

25 years in networking

Ran networks (including 

peering) before migrating 

to the vendor side

More details

/in/jackloots

https://www.linkedin.com/in/justinryburn
https://www.linkedin.com/in/jackloots
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Kentik: the Network Intelligence Platform
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Change is accelerating
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The most 
significant risk 
for network 
service 
providers?
Inaction.

More complexity

Higher expectations, fewer resources

Mountains of data and noise

Manual correlation

Dozens of tools

Reactive stance
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Kentik | The Network Intelligence Company
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Kentik | The Network Intelligence Company

Founded 2014

Born in San Francisco

US-Based Fully Remote

205 Employees

19 Countries

470+ Customers
>70 NPS SCORE

540 TRILLION
UNSAMPLED FLOWS 

IN 2024

312.5 TRILLION
FLOW RECORDS 
STORED IN 2024

4 MILLION
ATTACKS MITIGATED/YR
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Kentik | The Network Intelligence Company for Modern 
Infrastructure Teams
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Network AI

Troubleshoot rapidly and 
instantly answer complex 
network questions – from 
root cause to route 
optimization – with AI that 
understands your
network in full context.
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Network traffic analytics

• Explore top talkers, decongest your 
edge, and engineer traffic

• Monitor service performance and 
verify SLAs 

• Query mountains of network 
telemetry data in seconds

• Drill to most granular detail, with 
deep context 

• Troubleshoot quickly & get faster 
times to repair and recovery



WWW.FRANCEIX.NET – FRANCE-IX TOUR PARIS  27.11.2025 

Network monitoring

• Monitor SNMP, streaming telemetry, and 
custom metrics in one unified system

• See metrics from all protocols and devices 
with fast polling that defaults to every minute 

• Detect and eliminate faulty network devices 
with continuous monitoring and alerts

• Ensure data security with advanced BGP 
state monitoring 

• Consolidate traffic flow and metrics 
monitoring into a zero-maintenance SaaS 
platform
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Peering and interconnection

• Build data-backed cases for 
interconnections that lower costs 
and boost performance

• Easily evaluate peering partners, 
common footprints, and traffic 
ratios with flow + PeeringDB 
integration

• Replace manual peering processes 
with automated workflows, alerting, 
and insights
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Network cost intelligence

• Track connectivity spending across 
edge and backbone networks.

• Surface high-cost paths driving the 
most spend, and optimize routing, 
peering, and interconnects to cut 
costs and boost performance.

• Boost margins by tying cost-to-serve 
to customers, geographies, and 
services, and use those insights to 
guide pricing and renewals.

• Democratize cost insights so 
engineering, finance, sales, and 
leadership can see the economics 
behind traffic delivery.
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Capacity planning

• Plan network capacity with confidence

• Identify bandwidth hogs, forecast growth, and 
prevent runout with utilization insights, 
historical trends, 
and automated projections
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Performance monitoring

• Proactively monitor digital 
experience across network 
infrastructure, CDNs, multi-cloud, 
and SaaS applications

• See real and test traffic in the one 
platform 

• Monitor and uphold SLAs

• Get alerted to performance 
issues and investigate with ease
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DDoS protection and network security

• Detect a wide range of DDoS 
attack types and anomalies

• Automate mitigation via RTBH, 
BGP Flowspec, or through 3rd 
party partners – Cloudflare, 
Radware, Palo Alto, A10

• Monitor the performance of 
attack mitigations in real-time

• Drill down for ad-hoc forensic 
analysis on years of network 
traffic
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Kentik within France-IX: 
network observability and beyond
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Who am I?
Arnaud GORCE 

• NetOps Engineer @ France-IX (since February 2024)

What do I do? 

• Network Observability (Flows) 

Yes, I’m the “Kentik guy” at France-IX

• Network Automation

• Network Engineering

• Level-2 Support

• Client Provisioning

• And a few other things…
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What do we do with Kentik?

• We send some flows (IPFIX):

Between 25 000 and 80 000 flows/seconds (following the evolution of the traffic during the day)

• Data enrichment:

o Through SNMP with the Kentik proxy tool

o Through homemade data import from our Source of Truth tool 

⇒ Which MAC address = which customer

• Better understanding of what is going through our infrastructure:

o Which peer exchanges traffic with which other peers

o Who are the source and destination autonomous systems
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Top talkers traffic across France-IX backbone
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Traffic delivered from our CDN cache appliances
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DDoS in the IXP landscape
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DDoS in the IXP landscape
Like every Internet network platform, DDoS can go through an IX peering LAN.

Multiple scenarios are possible:

• From one peer to another peer

• From multiple peers to one peer

• From multiple peers to multiple peers

Source IP addresses can be spoofed (or not) but the source MAC address(es) won’t be.

Evolution of the global Internet architecture

• More and more networks from Asia are being connected to the western Europe IXPs (development of more 
submarine cables)

• Same thing with East Europe networks 

⇒ They are often the source of some DDoS attacks we observe… 
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DDoS in the IXP landscape
What can we do against it?

The peers connected to the IXP can do something against DDoS:

• Eyeball ISPs and Cloud/hosting providers

o RFC2827/BCP38 and MANRS

o Not announcing the IP prefix of the peering LAN into their IGP or within their iBGP

• Internet users

o Be careful with your IoT devices

o Stop using residential proxies please…

• Etc…

But what can an IXP do against DDoS? Aren’t we just a “switch”?

• Blackholing community on route-servers (RFC7999).

• Filtering? Maybe.

• Visibility? For sure. 
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Kentik for us… and for you?
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Kentik for us… and for you?

How could we give visibility about your network 
to you with Kentik?



WWW.FRANCEIX.NET – FRANCE-IX TOUR PARIS  27.11.2025 

Kentik for us… and for you?

You just suffered from a DDoS attack and you noticed that it went through your France-IX 
connection. 

→ We can help you! 

• Reports detailing what happened on your port during the related timestamp 

OR

• Access to dashboards directly on Kentik to check this by yourself ⇒ How?
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Kentik for us… and for you?

My Kentik Portal (Extranet solution)

The idea: giving you access to the Kentik portal 
with an account related to the France-IX org

• Selection of dashboards made by the France-
IX team 
and adapted for the Peering use-case

• Flows filtered with your MAC addresses 
⇒ you only see your traffic (both egress and 
ingress)
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Conclusion 

The Internet changes

Only protecting its transit is not enough today, you also need to care about your peering links

Having visibility is key

You need to know and understand what is happening on your infrastructure

Everyone is concerned, even the IXPs

More and more IXP operators are seeking a way to fight DDoS attacks at their level. 

What about France-IX? We are also trying to find solutions so we can do our part 
The idea: configuration of filters pushed with NETCONF or Flowspec following the detection of an 
attack on one of our peering LANs.
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https://fr.linkedin.com/company/france-ix

https://x.com/ixpfranceix

Any questions?
Thank you!
Jac Kloots - Senior Solution - KENTIK

Arnaud Gorce - NetOps Engineer - 
FRANCE-IX
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